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What is Nmap?
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Getting To Know Nmap-part 2
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Sudo nmap -script ip-geolocation-* Cqluw )QT mmap lawgs IPV6 4l
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: [ip-geolocation-maxmin u must specify a Maxmind database file wi he maxmind_db argument. . . 7 &
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Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (0.069s latency). x 5
Other addresses for scanme.nmap.org (not scanned): 2600:3c01:: f@3c:91ff:fel8:bb2f p_:_.SLsA
Not shown: 964 filtered ports, 33 closed ports
PORT STATE SERVICE
22/tcp  open ssh
80/tcp open http
9929/tcp open nping-echo

ip-geolocation-+ scanme.nmap.org

% sudo nmap = 255
Starting Nmap 7.91 ( https://nmap.org ) at 2022-02-03 15:45 EST
Nmap scan report for localhost (::1)

Host is up (0.0000050s latency).

All 1000 scanned ports on localhost (::1) are closed

Host script results:

ip-geolocation-geoplugin: coordinates: ENEMESUEITIR

_location: California, United States

Post-scan script results:
Unprotected error in Lua:
(null)

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds
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sudo nmap -O ol o0l
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Startlng Nmap 7.91 ( https://nmap.org ) at 2022-02-04 14:45 EST
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (@0.018s latency).

Other addresses for scanme.nmap.org (not scanned):

Not shown: 987 filtered ports
PORT STATE SERVICE

21/tcp closed ftp

22/tcp open ssh

53/tcp closed domain

80/tcp open http

135/tcp closed msrpc

143/tcp closed imap

256/tcp closed fwl-secureremote
443/tcp closed https

587/tcp closed submission
1723/tcp closed pptp

8888/tcp closed sun-answerbook
9929/tcp open nping-echo
31337/tcp open Elite

2600:3c01:: f@3c:91ff:fel8:bb2f

0S fingerprint not ideal because: Didn't receive UDP response. Please try again with -sSU

No 0S matches for host

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 44.47 seconds

oo
sudo nmap -spoof-mac 0 Coluw 0]
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® scanme.nmap.org
Staxtlng Nmap 7.92 ( https://nmap.org ) at 2022-02-05 17:55 UTC
Spoofing MAC address C@:72:39 (No registered vendor)
Stats: 0:00:11 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth Sc
an
SYN Stealth Scan Timing: About 54.00% done; ETC: 17:56 (0:00:09 remaining)
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.022s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01:: f@03c:91ff:fel8:
bb2f

Not shown: 999 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 28.09 seconds
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Nmap done: 1 IP address (1 host up) scanned in 94.90 seconds
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